Setting Your New Authenticator

Introduction

This manual provides step-by-step instructions for users to set their
new password and second factor of authentication. Following these
guidelines will help ensure your account remains secure and
accessible. If you encounter any issues during the process, please
contact your system administrator.

What Is an Authenticator Application?

An authenticator application is a tool that generates time-based one-
time passwords (OTPs) to provide an extra layer of security for online
accounts through two-factor or multi-factor authentication
(2FA/MFA). It is used to verify your identity when accessing the
PICTUS Online platform. It helps protect your personal and
organizational information from unauthorized access.

Before You Begin

e Ensure you have access to your registered email.
e Choose a strong password that you have not used elsewhere.

Step-by-Step Guide

1) You will receive an email with subject: “Tire Stewardship BC -
New authenticator password”

2) On the email click on the click here hyperlink.

Hello,

You've been asked to reset your password in Tire Stewardship BC's
e-commerce system (called "PICTUS"), for the filing of Advanced
Disposal Fees (ADF) Returns, has been received.

You will be required to use the following password on your first login
via our authentication portal

Username: INESSSSMSSSSINN ) mail.com
Temporary password: Ms4#bKy$NcpT

Join PICTUS by clicking here.
Regards,
TSBC

ecofees@tsbe ca | Tire Stewardship BC
t. 1.866.759.0488 | f. 1.877.598.9119 | www.tsbc.ca

Join us on Facebook & Twitter & Instagram

3) The PICTUS Login page will be open, click on the Login blue
button.

4) A pop-up window will open, enter your email and click on the
Continue button.
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Welcome to Pictus
Signin below
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5) The system will request a password, copy the Temporary 6) The system will request to select a 2-Factor of authentication.
password on the email and paste it in the Password field. The first OTP Email option is the most common, select it and
click the next button.
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2-factor authentication gives you an additional security for your
user account. This ensures that only you have access to your
account.

Password
* Authenticator App (e.g Google/Microsoft

Enter your login data. Authenticator, Authy)

1 | 2 .com

Password
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7) A successful message is shown after the 2-Factor is Verified.

Click on the Next button.
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2-factor Verified
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Awesome! You just successfully set up your 2-factor and made
your account way more secure, The Factor has to be entered on
each login.
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8) The new window will ask you for the old and new passwords.

a) The old password is the one on the email.

Username: NN ()0 mail.com
Temporary password:[Ms-ﬂ#bKﬁNcpT]

b) Enter a new password that complies with the requirements
listed on the screen.
c) Click the Next button to save the password.
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Change Password
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Change your password. Enter your old and new password.
Old Password
SRR ERRRES
Mew Password

Password confirmation

Must be atleast 12 Must be less than 70
characters long. characters long.

Must include an uppercase Must include a lowercase
letter. letter.

+/" Must include a number. v/ Must include a symbol.

+/" Password confirmation matched.

Cancel Neh+




9) The screen will show the message: “Your password was

changed successfully”.
a) You will receive a confirmation email.
b) Click the Next button to log into PICTUS.
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Your password was changed successfully.
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10) A 2-Factor of Authentication is required.

a) Go to your email inbox, there should be a new email that

contains the code.

Verify One-Time Password Inbox x
Pictus Authentication <noreply@pictus ca
fome v

Hello Veronica MFAT1,

Please use the one-time password

37367466

“Authenticate” button.

to authenticate within the next five minutes or click the

b) Copy the code and paste it on the pop-up window.

c) Click on the Next button.
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Verify your second factor

Code

37367466

Resend Code %
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Troubleshooting

11) The PICTUS home page will be shown. « If you forget your password, use the Reset Password
feature on the login page.

————— o If you do not receive a verification code, check your spam
seme penipene folder or verify your contact information.
Notifications ‘ Show Archived
: e Contact technical support if you experience persistent
We didn't find any notifications. ISSUGS
Appendix: Frequently Asked Questions (FAQ)
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rgrizaion ’ business doys o yout et 10 b processed e Q: Can | use my old password as the new authenticator
Test MFA (Org) paSSWOfd?

@ 0 Filings To Do @ 0 Filings To Approve @0 Invoices To Pay @ Org. Balance: $0.00
e A: For security reasons, it is recommended to use a unique

(>) sk rusher cannepgrenthum. TIRE, password that has not been used previously.
See how we are helping communities at the TSBC website. e BC

e Q: How often should | change my authenticator password?

Quick Tip: Check the "Participants” tab to update business information, including contacts and
addresses.

e A:ltis advisable to change your password every three to six
months, or immediately if you suspect a security breach.

e Q: What should I do if | suspect my account has been
compromised?

e A: Change your password immediately and contact the
PICTUS support team.
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